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EDITORIAL FEATURE

The potential of the digital
revolution and telehealth

I

Paul Rice, Head of Technology Strategy at NHS England outlines how innovative
technologies are helping us to lead healthier and more independent lives…
nformation technology is playing an increasingly
pervasive and enabling role in many aspects of
our lives, in a host of different ways. It keeps us
connected to our loved ones as we video call on
Skype or Facetime, blog, connect via social media
or share the vivid highlights of our day via Facebook
and Instagram. This coming Christmas is expected
to see a boom in sales of wearable biometric
devices as the new Apple Healthkit suite and
Fitbugs, and Fitbits flood into the consumer market,
providing detailed data to the user about their
general health and fitness and more specific insights
into such things as sleeping patterns, body mass
index or resting heartbeat. When insight converts
to ambition and commitment it is anticipated that
more of us will adopt health seeking behaviours
and alter our diet and exercise patterns.
For the engaged and connected the internet
provides access to a huge amount of expert
information from a multitude of professional
disciplines. It also enables us, as individuals, to
strike up conversations and establish relationships
with people we identify with, and whom we
share characteristics and experience. “Apps”
provide a plethora of information and resource in
handy bite-sized chunks extending our ability to
personalise our support networks and build
self-care competencies.

What is the relationship between these
opportunities and capabilities, our health
and care system, the NHS, and in particular
the experience of the elderly or vulnerable?
The term telehealth has emerged over the last
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decade to describe a range of interventions and
activities where the health and care system has
actively engaged with the potential of information
technology to eliminate some of the limitations of
time and distance. It also encompasses the ability
of the individual to capture, track and trend
biometric information, about their health status and
wellbeing, on the move or at home in a manner
that previously wouldn’t have been possible outside
of the 4 walls of a hospital.

Why has this become so important?

Growing numbers of people with multiple conditions
are living longer and resources to support their
continued wellbeing are increasingly stretched.
Health and social care professionals are expert
resources that need to be targeted at those most
vulnerable at precisely the right moment. The very
experience of travelling for face to face consultation
with a health or care professional can be burdensome for patients and their carers, particularly
where underlying poor health or a specific feature
of their condition (impairment, mobility, cognitive
difficulties) makes travel challenging. Through
innovative use of technology a consultation can
be undertaken between clinician and patient via
video link without either of them having to move
location. The range of expertise that can be
accessed is determined by the skills and experience
of the available professional. Increasingly educational
and rehabilitation content – for example pulmonary
rehabilitation advice and support for patients with
Chronic Obstructive Pulmonary Disease (COPD)
can be offered remotely. The application of this
technology is also not limited to physical ailment
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or disease. An increasing range of mental health
services, covering psychological advice, support
and treatment are being delivered by this
method too.
In addition to connecting to professional or
“expert patient” resources remotely, when an
individual uses a biometric or telemonitoring
device the clinician has continuous access to an
extended range of key data – “vital signs” – and
insights – how am I feeling today? Having determined, on the basis of this information, and their
knowledge of the patient’s history, whether they
are stable or deteriorating, the clinician can
intervene proactively, advise them to alter their
medicines’ regime. They can rapidly schedule a
face-to-face contact where an immediate and
severe need has been identified. The patient too,
with appropriate education, can become more
aware of the impact of the decisions that they make
on their health and wellbeing; this may encourage
them to modify their lifestyle decisions accordingly.
The common thread that joins these new models
of care is that digital technologies are necessary
but not sufficient. On each occasion they deliver
the potential to organise services and engage
patients and the wider population in a more
personal and consistent way, both in managing
disease and sustaining independence. For the
individual to experience a greater level of control
and self- determination the professional patient
relationships has to be rooted in collaborating and
co-creating health and wellbeing. The current
generation of frail vulnerable elderly can benefit
from being connected to the community around
them, friends and family as well as health and care
professionals, enabled as appropriate by technology.
They may benefit from specific simple innovations
based in the home that directly protect them from
environmental risk, the threat of fire or flood, or
alert others where they wander unsafely.

These telecare technologies, including simple
pendant alarms, may provide much needed
reassurance. With appropriate support and as
user centred design and consumerism makes the
technologies themselves increasingly intuitive and
easy to use there is clear potential, as detailed
earlier, for their introduction across the generations.
As “digital natives” move into their mature middle
years there is a building expectation that service
models will be sufficiently flexible and designed
around the needs of the individual. This is coupled
with increased awareness that individuals and
communities want and need to take a bigger
stake in managing their own health and wellbeing.
Information technology can play a huge part in
releasing this untapped resource.
The NHS has signalled in its Five Year Forward
View document that the NHS needs to evolve to
meet new challenges and adapt to take advantage
of the opportunities that science and technology
offer. An engaged relationship with patients,
carers and citizens promoting wellbeing and
preventing ill health is a prerequisite for this and
information technology and telehealth can play a
crucial role in realising this ambition.
The National Information Board recently launched the Personalised
Health and Care 2020 framework – more info can be found here

https://www.gov.uk/government/news/introducing-personalisedhealth-and-care-2020-a-framework-for-action

Paul Rice
Head of Technology Strategy
NHS England
www.england.nhs.uk
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Special report:

Three steps to WAN resilience

With the advent of low cost, high speed, Wide Area
Network (WAN) connections, many organisations
are realising the cost benefits and service
improvements from integrating services across
multiple sites. However, anyone who has
implemented SITE to SITE private WAN will know
that WAN’s are not as resilient as Local Area
Networks (LAN’s) and are subject to occasional
service interruptions due to equipment failure,
re-convergence due to cloud traffic optimisation
and (most often) maintenance in the WAN cloud.
This article describes some of the issues
encountered in integrating services over a WAN
and how they can be overcome.

CASE STUDY: AMBULANCE NHS trust

As an example, we will look at an Ambulance NHS
Trust that provides Computer Aided Ambulance
Dispatch (CAAD) services from three separate
999 control rooms across the region in which it
operates. The CAAD application is a client/server
application with Citrix sessions between client
and server running over the local LAN.
Prior to integration, the three control rooms acted
as separate autonomous entities. The Ambulance
Trust wished to improve service and benefit from
staff and infrastructure savings by integrating the
three autonomous control rooms into a single
“virtual” control room.
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SITE A: CLIENTS
HA LAN core

SITE B: CLIENTS + SERVERS

WAN 1 tail

SITE C: CLIENTS + SERVERS

100Mbit/s

HA LAN core

HA LAN core
WAN 1 tail

WAN 1 tail
100Mbit/s

PRIVATE WAN

100Mbit/s

Step 1: Private WAN connectivity

The diagram above shows how the three sites can
be interconnected via a high speed private WAN
with 100Mbit/s connections at each site. This
model is perfectly functional with CAAD clients at
each site talking to servers at SITE B or backup
servers at SITE C, in the event of a server failure
at SITE B.
The weakness of this design is that if there is a
WAN outage, a number of CAAD clients will be
isolated from the servers and become unusable
for the duration of the outage. For an Ambulance
Trust providing critical services to the public,
even short duration outages are unacceptable.
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SITE A: CLIENTS
HA LAN core
WAN 1 tail WAN 2 tail
100Mbit/s

100Mbit/s

SITE C: CLIENTS + SERVERS

SITE B: CLIENTS + SERVERS

HA LAN core

HA LAN core
WAN 1 tail WAN 2 tail

WAN 1 tail WAN 2 tail
100Mbit/s

PRIVATE WAN

100Mbit/s

100Mbit/s

100Mbit/s

Short “glitches” as traﬃc is re-routed to WAN2 and then back again
1
WAN 1
WAN 2
Combined

0
WAN 1 outage
period

Step 2: Diverse private WAN connectivity

A solution to the problem described in step 1 is
the provision of two WAN connections at each site
as shown in the diagram above. The WAN tails
(where the WAN service enters the building) must
be diversely routed to minimise the risk of common
failure. More importantly, the two WAN connections
should be provided by different suppliers and
care taken to ensure that there are no common
paths in the cloud between the two WAN’s.
Adding this diversity to the design ensures that
if one WAN connection fails then another is
available to accept the traffic. It is, of course,
possible that both WAN’s will fail at the same
time, but the chances are drastically reduced.
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As we stated at the beginning of the report, WAN
service interruptions can occur due to equipment
failure, re-convergence events and scheduled
maintenance work. However, if we look more
closely at the failure mechanism we will see that
when these events occur, the switch over between
WAN 1 (primary) and WAN 2 (secondary) cannot
be instantaneous. It takes a small amount of time
to detect the failure of WAN 1 and to re-route
traffic over WAN 2. During this period no data is
transmitted or received at the site. This period
may be only a few seconds, but it will cause screen
freeze of any CAAD client that is running from a
remote server and impacts overall service delivery
at an Ambulance Trust.

SITE A: CLIENTS
HA LAN core
HA Talaris
WAN 1 tail WAN 2 tail

SITE B: CLIENTS + SERVERS

SITE C: CLIENTS + SERVERS
100Mbit/s

100Mbit/s

HA LAN core

HA LAN core
HA Talaris

HA Talaris
WAN 1 tail WAN 2 tail

WAN 1 tail WAN 2 tail
100Mbit/s

100Mbit/s

PRIVATE WAN

100Mbit/s

100Mbit/s

Step 3: Packet level resilience

There are now a small number of products
available that can manage WAN traffic on a packet
by packet basis, and ensure that if any possible
path is available, then the packet will be delivered
across the WAN with minimum available latency.
In our case study a pair of T750 Talari units
(www.talari.com) were installed as a high
availability pair at each site in order to manage
CAAD traffic across the network. The Talari units
duplicate critical traffic at the source site over
WAN 1 and WAN 2. The Talari units at the
destination site then take the first packet which
arrives and discards the duplicate packet.
The effect of this is to eliminate any “glitches”
caused by outages on a single WAN. Every packet
will be delivered as efficiently as possible.
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Uptime

Goodtime

Conduit Site A to Site B
A to B_WAN_1 Egress
A to B_WAN_1 Ingress

7:00:00:00
7:00:00:00
7:00:00:00
7:00:00:00
7:00:00:00
7:00:00:00

7:00:00:00
6:23:36:36
6:23:51:59
6:23:58:57
6:23:55:19
6:23:57:47

00:00
23:24
08:01
01:03
04:41
02:13

7:00:00:00
7:00:00:00
7:00:00:00
7:00:00:00

6:12:22:32
6:13:37:17
6:23:53:09
6:23:39:52

11:37:28
10:22:43
06:51
20:08

A to B_WAN_2 Egress
A to B_WAN_2 Ingress
Conduit Site A to Site C
A to C_WAN_1 Egress
A to C_WAN_1 Ingress
A to C_WAN_2 Egress
A to C_WAN_2 Ingress

Badtime

RESULTS

The table above shows a summary of the
performance of a Talari backed dual WAN solution
at SITE-A over a period of one week. Ingress and
Egress traffic over each WAN to both destination
sites is evaluated separately.

In summary

• The Talari protected traffic had 100% uptime
during this period as shown in the Uptime
column enclosed by the green box.
• All of the individual WAN paths experienced some
downtime during this period as shown in the
Badtime column enclosed by the red box above.
• In fact, there was a major service outage lasting
over 11 hours on one WAN1 between Site A and
Site C.
• No CAAD screen freezes were experienced by
the Ambulance Trust during this period.
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Complete Networks Ltd are the Europe-wide
experts in designing and implementing highly
resilient WAN solution using Talari devices.
For more information on improving your WAN
performance, please contact:
tim.hughes@completenetworks.co.uk

Dow

ntime
00:00
00:00
00:00
00:00

Incidents

00:00
00:00

0
0
0
0
0
0

00:00
00:00
00:00
00:00

0
0
0
0
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